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(54) Tamper-evident electric paper 

(57) Tamper-evident electric paper is made of two 
sheets of electric paper (100,200) bonded together, the 
bottom sheet of which includes a pattern. Any attempt 
to erase a writing on the top sheet of electric paper 
results in the pattern on the bottom sheet of electric 
paper being erased. Therefore any tampering by eras- 
ure of a writing on the tamper-evident electric paper is 
revealed by the absence of a portion of the pattern on 



the bottom sheet of electric paper. Single sheet tamper- 
evident electric paper (300) has a complex pattern 
(310), such as an encryption, printed on a single sheet 
of electric paper. Any attempt to erase a writing on the 
electric paper also erases a portion of the encryption, 
thereby providing evidence of tampering. 
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[0001] This invention relates to reusable electric 
paper and. more specifically, reusable electric paper 
that discourages tampering by providing evidence of 5 
tampering. 

[0002] Rgure 1 shows one form of electric paper 1 
which consists of a polymer substrate with little balls 20 
embedded that are one color, for example, white 30, on 
one side and another color, for example, black 40, on io 
the other. Such electric paper is described in U.S. Pat- 
ent No. 5,604,027, incorporated herein by reference. 
Under the influence of an electric field, each ball rotates 
so that either one colored side or the other is on top and, 
therefore, visible to a viewer viewing the electric paper 75 
from the top. 

[0003] Printing on electric paper is accomplished by 
imposing an electrical pattern over the sheet, the elec- 
trical pattern being created by a voltage difference 
between the top side of the sheet and the bottom side of 20 
the sheet. A typical way to do this is to pass the sheet 
under a charging bar. As the sheet passes under the 
bar, voltages are applied along a set of closely-spaced 
electrical contacts, one for each pixel or ball. 
[0004] While one form of electric paper is described 25 
above, many forms of electric paper are known such as 
electric paper including other types of rotating elements, 
like cylinders, or electrophoretic or liquid crystal forms of 
electric paper. 

[0005] Audit trail documents are found throughout so 
our society. For example, most items shipped from a 
factory to a customer typically include a document on 
the outside of the packaging to collect the signatures 
from the various people who handle the items. These 
documents often have multiple sheets of regular paper 35 
with carbon paper separators so that each person can 
retain a record of their signature and the transaction his- 
tory up to that point. In today's world, computers are 
becoming more and more involved in transactions 
involving audit trails. For example, many shippers are 40 
now using computers to streamline their operations, 
including reducing the paperwork associated with their 
internal audit trails. A problem associated with such use 
of computers is that audit trail transactions often occur 
between people from different organizations. Although 45 
both organizations involved need a record of the trans- 
action, one or the other organization may not be compu- 
terized or, even if both organizations are computerized, 
their computers may not be compatible with each other. 
Such incompatibility or lack of computerization results in so 
transaction history becoming scattered among compu- 
ter and paper records rather than being recorded on a 
single audit trail document 

[0006] These problems are addressed by the inven- 
tion by providing a tamper-evident electric paper. One 55 
example of tamper-evident electric paper of the inven- 
tion is made of two sheets of electric paper glued 
together after the top sheet has been erased to white 



and the bottom sheet hasbeen printed with a uniform 
pattern. The pattern of the bottom sheet could be, for 
example, a grid of alternating black and white pixels. 
Writing on the tamper-evident electric paper would 
cause the addressed pixels to turn to, for example, black 
on both the top and bottom sheets. Erasing (e.g., restor- 
ing the pixels to white) a portion of the tamper-evident 
electric paper would not only restore the erased portion 
of the top sheet to white, but would also change the cor- 
responding portion of the bottom sheet to white, thereby 
erasing not only the written image on the bottom sheet 
but also the uniform pattern on the bottom sheet. As a 
result, any erasing performed on the tamper-evident 
electric paper is evidenced by destruction of the uniform 
pattern on the bottom sheet. If the tamper-evident elec- 
tric paper was subjected to the appropriate electric field 
required to restore the uniform pattern to the bottom 
sheet in order to try to hide the erasing, the uniform pat- 
tern would also be visible on the top sheet. 
[0007] In one aspect of the invention, a permanent 
glue is used to bond the top sheet to the bottom sheet, 
making the resulting tamper-evident electric paper virtu- 
ally impossible to erase without detection. However, the 
tamper-evident electric paper can be used only once as 
tamper-evident electric paper unless the two sheets 
could be separated. It could, however, always be reused 
as regular electric paper. 

[0008] The tamper-evident electric paper can be 
used for audit trails that may or may not involve comput- 
ers. The paper can be signed by a pen that creates an 
electrical field between its tip and a uniform electrode on 
the other side of the electric paper sheet. When com- 
puters are involved in the audit trail, a jack-in-the-box 
display can be used by inserting the audit trail tamper- 
evident electric paper into the display. Signatures and 
other entries are captured simultaneously into a compu- 
ter attached to the jack-in-the-box display and onto the 
electric paper. Additionally, a scanning version of the 
display could allow the audit trail document to be stored 
into the computer and/or copied onto another sheet of 
electric paper to generate a record of the transaction 
that can be retained while the audit trail document con- 
tinues to follow its trail. 

[0009] The invention also provides a reusable 
tamper-evident electric paper that uses, for example, 
balls that require different electrical field strengths for 
rotation. The rotation of these balls follows a threshold- 
like behavior. Fields below a given value do not cause 
ball rotation, whereas fields above this value do. It is 
known that smaller balls commence rotation at lower 
electrical field strengths than do larger balls. Hence, the 
tamper-evident layer is made out of smaller balls that 
can be written at a lower field strength than the other 
layer. To reuse the tamper-evident electric paper, a new 
tamper-evident pattern is printed by using the higher 
voltage to erase everything and then using the lower 
voltage to print the tamper-evident pattern on the 
tamper-evident layer without changing the white of the 
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other layer. While undetectedWfipering is possible with 
this type of tamper-evident electric paper, it would 
require a printer that generates both the higher voltage 
and the lower voltage. 

[0010] The invention also provides a single sheet s 
embodiment that has a background pattern printed on 
the sheet prior to use. The background pattern is a com- 
plex pattern such as, for example, encryption. 
[001 1 ] The invention will be described in relation to 
the following drawings in which like reference numerals 10 
refer to like elements, and wherein: 

Figure 1 shows a conventional piece of electric 
paper; 

Figure 2 shows one embodiment of tamper-evident is 
electric paper of the present invention; 
Figure 3 is an exploded view of the tamper-evident 
electric paper of Figure 2 before being used; 
Figure 4 is an exploded view of the tamper-evident 
electric paper of Figure 3 after writing; 20 
Figure 5 is an exploded view of the tamper-evident 
electric paper of Figure 4 after a portion of the writ- 
ing has been erased; 

Figure 6 is an exploded view of the tamper-evident 
electric paper of Figure 5 after an attempt to restore 25 
the pattern of the lower sheet; 
. Figure 7 shows another embodiment of the tamper- 
evident electric paper of the present invention; 
Figure 8 is an exploded view of the tamper-evident 
electric paper of Figure 7 with both the top and bot- 30 
torn layers white; 

Figure 9 is an exploded view of the tamper-evident 
electric paper of Figure 8 after the pattern has been 
printed on the bottom layer; 

Figure 10 is an exploded view of the tamper-evident 35 
electric paper of Figure 9 after writing; 
Figure 1 1 is an exploded view of the tamper-evident 
electric paper of Figure 10 after partial erasing; and 
Figure 12 shows another embodiment of the inven- 
tion having a single sheet of electric paper. 40 

[0012] Figure 2 shows one embodiment of tamper- 
evident electric paper of the present invention. The 
tamper-evident electric paper of Figure 2 is made of two 
sheets of electric paper, top sheet 100 and bottom 45 
sheet 200. Top sheet 1 00 and bottom sheet 200 can be, 
for example, sheets of conventional electric paper as 
shown in Figure 1. In this example, both top sheet 100 
and bottom sheet 200 consist of a polymer substrate 
with elements 20 embedded that are white on one side so 
and black on the other, although other combinations, 
including color, are possible. Reference numeral 30 
indicates an element 20 with its white side up and refer- 
ence numeral 40 indicates an element 20 with its black 
side up. Although only certain elements 20 are shown in 55 
Figure 2, it is to be understood that substantially all of 
the area of top sheet 100 and bottom sheet 200 contain 
elements 20. In addition, while the drawings show the 




elements 20 spaced apart for clarity, it is to be under- 
stood that the elements 20 are actually spaced very 
close together. 

[0013] Figure 3 shows top sheet 100 and bottom 
sheet 200 immediately prior to bonding of the two 
sheets. In this example, top sheet 1 00 and bottom sheet 
200 are permanently glued together. However, the top 
and bottom sheets 100 and 200 could be less perma- 
nently adhered together or mechanically fastened by 
staples or rivets. Prior to gluing, top sheet 100 is 
"erased to white", which means that top sheet 100 is 
exposed to an electric field which causes all of the ele- 
ments 20 to rotate such that their white side 30 is up. 
Also prior to gluing, bottom sheet 200 is subjected to an 
electric field such that a pattern is created by rotating 
some elements so that their white side 30 is up and 
other elements so that their black side 40 is up. In the 
example shown in Figure 3, the elements 20 are sub- 
jected to an electric field that creates a gray pattern in 
which alternating elements 20 are black side up and 
white side up. Although a simple gray pattern is used in 
this example to illustrate how the invention works, any 
pattern, such as glyphs or other encryption codes may 
be used. For example, a white side 30 of an element 20 
could represent a "0" and a black side 40 could repre- 
sent at "1 Thus, a digital encryption code, or signature, 
could be printed on the bottom sheet 200, if desired. 
[0014] Figures 4-6 are exploded views of the 
tamper-evident electric paper shown in Figures 2 and 3. 
Although Figures 4-6 illustrate different states of top 
sheet 1 00 and bottom sheet 200 after top sheet 1 00 and 
bottom sheet 200 are permanently glued together, Fig- 
ures 4-6 are shown in exploded view for clarity. 
[0015] Figure 4 shows top sheet 100 and bottom 
sheet 200 after the tamper-evident electric paper has 
been written on by a user. The writing 1 10, in this exam- 
ple in the shape of a cross, is visible on top sheet 100 
because the elements 20 subjected to the electric field 
created by the writing instrument turn so that their black 
side 40 is up. However, the electric field which causes 
the elements 20 of top sheet 100 to rotate also causes 
corresponding elements 20 of bottom sheet 200 to sim- 
ilarly rotate so that their black side 40 is up. For illustra- 
tion purposes, elements will be referred to by three digit 
reference numerals wherein the first digit corresponds 
to the sheet (1 for top sheet 100, 2 for bottom sheet 
200), the second digit corresponds to the column (from 
the left side of the paper) of an element and the third 
digit corresponds to the row (from the top of the paper) 
of an element. For example, element 151 shown in Fig- 
ure 4 is on the top sheet 100 in column 5, row 1 and ele- 
ment 252 is on bottom sheet 200 in column 5, row 2. 
[0016] In Figure 3, before the tamper-evident elec- 
tric paper is subjected to the writing 1 10, element 251 
has its white side 30 up. As shown in Figure 4, after writ- 
ing, element 251 has its black side 40 up because the 
electric field which caused element 151 to turn black 
side 40 up during writing also caused element 251 to 



3 



EP1024 470 A1 



turn black side 40 up. Element 29!; as shown in Figure 

3. has its black side 40 up as part of the pattern 
imposed on bottom sheet 200 prior to assembly of the 
tamper-evident electric paper. At the time of writing, ele- 
ment 1 52 is turned black side 40 up as shown in Figure 5 

4. Because element 252 was already black side 40 up 
prior to writing, element 252 remains black side 40 up 
after writing. In other words, the elements 20 of bottom 
sheet 200 which correspond to the elements 20 of top 
sheet 100 effected by writing will be black side 40 up ro 
after writing regardless of whether they were black side 

40 up prior to writing. As shown in Figure 4, after writing, 
bottom sheet 200 includes the image of the writing 1 10 
superimposed on the pattern shown in Figure 3. 
[0017] Figure 5 is an exploded view of the tamper- is 
evident electric paper of Figure 4 after a portion of the 
writing 110 has been erased. The area to the right of 
line A-A in Figure 5 has been erased by subjecting the 
tamper-evident electric paper to an electric field which 
causes the elements 20 to rotate such that their white 20 
side 30 is up. As shown in Rgure 5, the elements 20 of 
bottom sheet 200 to the right of line A-A are rotated 
white side 30 up as well as the corresponding elements 
20 in top sheet 100. 

[0018] Rgure 6 is an exploded view of the tamper- 25 
evident electric paper of Figure 5 after an attempt to 
restore the pattern of the bottom sheet 200. Such resto- 
ration could be attempted in an effort to conceal the fact 
the tamper-evident electric paper has been tampered 
with, in this example, the tampering is the partial eras- 30 
ure of the writing 1 1 0. As shown in Figure 6, the attempt 
to restore the pattern to bottom sheet 200 is successful 
but, results in the pattern also being shown on top sheet 
100. This is because subjecting the tamper-evident 
electric paper to the electric field required to restore the 35 
pattern to bottom sheet 200 also subjects the elements 
20 of top sheet 1 00 to the same electric field. For exam- 
ple, note that element 141 is turned black side 40 up 
when corresponding element 241 is restored as part of 
the pattern of bottom sheet 200. 40 
[0019] The above description illustrates how two 
sheets of electric paper permanently bonded together 
result in tamper-evident electric paper that is almost 
impossible to tamper with without detection. 
[0020] While the above example has been 45 
described using two sheets of electric paper perma- 
nently bonded together, the two sheets of electric paper 
can also be removably bonded together by using, for 
example, a dissolvable glue or other reversible bonding. 
By using non-permanent bonding, the security level of so 
the tamper resistance is lowered, but the resulting 
tamper-evident electric paper is reusable as tamper-evi- 
dent electric paper. The security level of the tamper-evi- 
dent electric paper using reversible or non-permanent 
bonding of the two sheets can be increased by limiting 55 
access to the reversing agent of the bonding material. 
For example, access to glue solvent could be limited. 
While glue has been used as an example of a bonding 



tent bonding 



agent for both permanent bonding and non-permanent 
bonding, any other appropriate bonding agent could be 
used. For example, dips, clasps or electronic locks 
could be used to bond the top sheet and the bottom 
sheet together. 

[0021] In another embodiment of the invention, 
shown in Rgure 12, the same idea described in relation 
to Figures 2-6 is applied to a tamper-evident electric 
paper using only a single sheet of electric paper. The 
same concept described above in relation to Figures 2- 
6 is applied to a single sheet 300 by imposing a complex 
pattern 310 on the single sheet 300 prior to writing. The 
complex pattern 310 could be an encryption so that any 
attempt to restore the complex pattern 310 would 
require the possession of the encryption key. As a 
result, erasure by someone who is not in possession of 
the encryption key would result in not only the writing 
being erased, but also the complex pattern being 
erased, thereby leaving evidence of tampering. For low 
security applications, the pattern could be a complex 
watermark or other complex pattern. 
[0022] Figures 7-1 1 show another embodiment of 
the tamper-evident electric paper of the present inven- 
tion. Figure 7 shows tamper-evident electric paper 
made of two sheets of electric paper, top sheet 101 and 
bottom sheet 201. The elements 20 of top sheet 101 
require a different electric field strength for orientation 
than the elements 20 of bottom sheet 201 . In particular, 
the elements 20 of bottom sheet 201 rotate when sub- 
jected to an electric field having a lower strength than 
the electric field required to rotate the elements 20 of 
top sheet 101. In this example, the elements 20 of top 
sheet 101 are created using a different diameter ball 
than the elements 20 of bottom sheet 201 . Because the 
elements 20 of bottom sheet 201 respond to an electric 
field having lower strength than that required to rotate 
the elements 20 of top sheet 101, this embodiment of 
the invention is a tamper-evident electric paper which is 
reusable as tamper-evident electric paper even though 
top sheet 101 and bottom sheet 201 are permanently 
bonded together prior to any orienting of the elements 
20 of either layer. Figures 8-1 1 are shown in exploded 
view for illustration purposes only and it should be noted 
that the states of the tamper-evident electric paper 
shown in Rgures 8-11 exist while top sheet 101 and 
bottom sheet 201 are permanently bonded together. 
[0023] Figure 8 shows both top sheet 101 and bot- 
tom sheet 201 erased to white. 
[0024] Figure 9 shows the tamper-evident electric 
paper of this embodiment after a pattern has been 
imposed on bottom sheet 201. Because the elements 
20 of bottom sheet 201 rotate when subjected to an 
electric field that is weaker than the electric field 
required to rotate the elements 20 of top sheet 1 01 , the 
tamper-evident electric paper can be subjected to an 
electric field having a strength between that required to 
rotate the balls of bottom sheet 201 and that required to 
rotate the balls of top sheet 101 in order to create the 
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pattern on only bottom she9R01. This can be done 
while the top sheet 101 and the bottom sheet 201 are 
permanently bonded together because the electric field 
is too weak to rotate the elements 20 of top sheet 101. 
As in the first embodiment, a gray pattern is used as an 5 
example, but it is understood that any pattern could be 
used. 

[0025] Figure 10 shows the tamper-evident electric 
paper of Figure 9 after a writing 1 1 1 has been imposed 
on top sheet 1 01 . Because the electric field required to 10 
rotate the elements 20 of top sheet 101 is stronger than 
the electric field required to rotate the elements 20 of 
bottom sheet 201 , the elements 20 of bottom sheet 201 
that correspond to the elements 20 of top sheet 101 
rotated as a result of the writing 111 are also rotated, is 
For example, as shown in Figure 9, element 263 has its 
white side 30 up as part of the pattern imposed on bot- 
tom sheet 201 , but, as shown in Figure 10, has its black 
side 40 up as a result of writing 111. Therefore, after 
writing, bottom sheet 201 shows the writing 1 1 1 super- 20 
imposed on the pattern shown in Figure 9. 
[0026] Figure 1 1 shows the tamper-evident electric 
paper of Figure 10 after the area to the right of line B-B 
has been erased to white. As shown in Figure 11, 
because the electric field required to rotate the ele- 25 
ments 20 of top sheet 101 is stronger than the electric 
field required to rotate the elements 20 of bottom sheet 
201, the elements 20 of bottom sheet 201 in the area 
corresponding to the area of top sheet 101 to the right 
of line B-B are also erased to white. As a result, any 30 
attempt to erase a portion of a writing on top sheet 101 
creates evidence of such erasing. 
[0027] In order to reuse the tamper-evident electric 
paper of this embodiment, the tamper-evident electric 
paper is subjected to an electric field that erases to 35 
white the entire top sheet 101. Because this electric 
field would also be strong enough to erase to white the 
bottom sheet 201 , both top sheet 101 and bottom sheet 
201 are restored to the condition shown in Figure 8. At 
this point the tamper-evident electric paper is ready to 40 
be used again. While it is recognized that tamper-evi- 
dent electric paper of this embodiment may be less 
secure than the tamper-evident electric paper shown in 
Figure 2-6, this embodiment results in a reusable 
tamper-evident electric paper. Also to reconstruct a par- 45 
ticular writing after tampering would require devices 
generating electric fields having the two different 
strengths. 

[0028] While many uses of tamper-evident electric 
paper of the present invention will become obvious from so 
this application, some examples of such uses are 
attaching a piece of the tamper-evident electric paper to 
a library book in order to record pertinent lending infor- 
mation, identification or information displays regarding 
configuration, inventory numbers, etc. on computers or ss 
office equipment, price tags attached to merchandise, 
service and user labels which are attached to products 
and which must be translated, and mailing labels which 



are attached at the time of manufacture and imaged 
from computer lists just before shipment. This list 
includes only a very few examples of the large number 
of applications available for tamper-evident electric 
paper of the present invention and should not be con- 
sidered as limiting. 

[0029] In both the single sheet embodiments and 
the two sheet embodiments, it is possible to determine 
the image shown on the top side of the bottom sheet by 
viewing the bottom side of the bottom sheet. In some 
applications, it would be considered advantageous to be 
able to view the bottom side of the bottom sheet so that 
a potential forger would be aware of the tamper-evident 
nature of the electric paper, thereby possibly deterring 
forgery. In addition, having the bottom side of the bottom 
sheet exposed might allow one to determine if the elec- 
tric paper has been tampered with. On the other hand, 
in other applications it may be advantageous to provide 
a cover so that the bottom side of the bottom sheet is 
not visible. Such applications include those in which 
catching a forger is preferred to deterring forgery. Other 
examples of applications in which it would be advanta- 
geous to provide, or not provide, a cover over the bot- 
tom side of the bottom sheet will become apparent from 
this application. 

[0030] The invention could also be provided with a 
layer of ordinary paper bonded on top of the electric 
paper so that ordinary writing and electric writing can 
both be used. Also, several sheets of tamper-evident 
electric paper can be removably stuck together so that a 
signature written on the top sheet appears on all sheets 
below the top sheet, thereby providing a removable 
copy of all the signatures prior to and including the most 
recent signature. 

[0031] While the invention has been described 
using an example of electric paper having rotating ele- 
ments, it should be noted that the invention also applies 
to other types of electric paper such as, for example, 
electrophoretic electric paper and liquid crystal electric 
paper. 

Claims 

1 . Tamper-evident electric paper, comprising: 

a first sheet of electric paper (100) having pix- 
els (20), forming a first pattern, and a first sur- 
face; and 

a second sheet of electric paper (200), having 
pixels (20), forming a second pattern different 
from the first pattern, and a second surface, the 
second sheet being attached to the first sheet 
such that the first surface is adjacent the sec- 
ond surface. 

2. The tamper-evident electric paper of claim 1, 
wherein the pixels (20) of the second sheet (200) 
are oriented by substantially any first electric field 
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that orients the pixels of the inra sheet (100). 



3. The tamper-evident electric paper of claims 1 or 2, 
wherein the pixels of the first sheet (100) are ori- 
ented by substantially any first electric field that ori- s 
ents the pixels of the second sheet (200). 

4. The tamper-evident electric paper of claims 2 or 3, 
wherein the pixels of the second sheet (200) are 
oriented by a second electric field weaker than the 10 
first electric field. 

5. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the first sheet (100) and the 
second sheet (200) are permanently bonded 75 
together. 

6. The tamper-evident electric paper of claim 5, 
wherein the first sheet (100) and the second sheet 
(200) are permanently bonded together with a glue. 20 

7. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the first sheet (100) is 
bonded to the second sheet (200) with a reversible 
bonding agent. 25 

8. Tamper-evident electric paper comprising a sheet 
of electric paper (300), having pixels which can take 
up a desired first pattern, the pixels also defining a 
second pattern (310). 30 

9. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the second pattern com- 
prises a glyph. 

35 

10. The tamper-evident electric paper of any of claims 
1 to 8, wherein the second pattern is an encryption. 
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that orients the pixels of thenret sheet (100). 



3. The tamper-evident electric paper of claims 1 or 2, 
wherein the pixels of the first sheet (100) are ori- 
ented by substantially any first electric field that ori- s 
ents the pixels of the second sheet (200). 

4. The tamper-evident electric paper of claims 2 or 3, 
wherein the pixels of the second sheet (200) are 
oriented by a second electric field weaker than the to 
first electric field. 

5. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the first sheet (100) and the 
second sheet (200) are permanently bonded is 
together. 

6. The tamper-evident electric paper of claim 5, 
wherein the first sheet (100) and the second sheet 
(200) are permanently bonded together with a glue. 20 

7. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the first sheet (100) is 
bonded to the second sheet (200) with a reversible 
bonding agent. 25 

8. Tamper-evident electric paper comprising a sheet 
of electric paper (300), having pixels which can take 
up a desired first pattern, the pixels also defining a 
second pattern (3 1 0). so 

9. The tamper-evident electric paper of any of the pre- 
ceding claims, wherein the second pattern com- 
prises a glyph. 

35 

10. The tamper-evident electric paper of any of claims 
1 to 8, wherein the second pattern is an encryption. 
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